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Abstract. This paper deals with the issue of security 
risk in Supervisory Control And Data Acquisition 
(SCADA) systems. We propose an advanced risk 
assessment method tailored for SCADA systems by a 
suitable algorithm for determining weighting factors 
that quantify cyber attack conditions. We introduce 
a subjective component of the weighting factor 
based on the system experts’ responses to a specific 
questionnaire. Results of the cost-benefit analysis 
indicate that return on security investment can be 
increased with the proposed method.  
Key words: Information security, Infrastructure 
attacks, Risk assessment, SCADA, Weighting factor.  
 
1. INTRODUCTION 
SCADA systems monitor and control geographically 
dispersed process equipment on multiple sites in 
power grids, water plants, oil refineries and natural 
gas distribution, and other critical infrastructures. 
Due to standardization and connectivity to the 
Internet, modern SCADA systems face with the 
increased risk of cyber attacks and failures that are 
inherent to enterprise IT systems [1]. Risk 
management has been recognized as an integral part 
of SCADA information security management. It 
comprises risk analysis, risk assessment 
methodology, selection of security mechanisms and 
making a decision on the implementation of 
appropriate mechanisms. 
There are many security risk assessment methods 
and tools based on recommendations and standards 
[2]. The methods have been developed to be used 
mostly in business information systems, and their 
use for security risk assessment of control 
information systems in the industry is not 
straightforward. 
This paper proposes an improvement of security risk 
assessment method for specific SCADA systems 
described in [3] by introducing a new component, 

the personal attitude of employees who have work 
experience in the respective industrial process, 
control system, IT system, etc. This approach can be 
justified by the fact that good knowledge of a 
process along with actual values acquired from 
statistical analyses should generate a more 
comprehensive view of potential risks. 
Consequently, the advanced, hybrid method should 
provide a more precise risk assessment. 
The rest of the paper is organized as follows. 
Section 2 surveys the related work. The novel 
hybrid risk assessment method is explained in 
Section 3. In Section 4, we evaluate the proposed 
method, and compare it with the reference method 
[3] on the example of SCADA system in a 
hydropower plant. Section 5 concludes the paper.  
 
2. RELATED WORK 
Literature describes different security risk 
assessment approaches, methods and tools that can 
be categorized as qualitative and quantitative. 
Qualitative risk assessment methods interpret losses 
as a subjective measure, e.g. the risk level is 
assessed as low, medium or high. Methods from this 
category are simple, but they do not provide the 
possibility of a cost-benefit analysis. In contrast, the 
quantitative risk assessment is based on 
mathematical approach (numeric analysis, statistical 
methods) that interprets the risk in numeric values of 
appropriate units. Combination of qualitative and 
quantitative methods is suggested for the 
information security risk assessment. 
One of the methods created for business information 
systems is CRAMM (CCTA Risk Analysis and 
Management Method). It is a qualitative method 
supported with appropriate tools. An integral part of 
the tools is a rich library of potential vulnerabilities, 
threats and security measures [4]. Experiences in the 
application of this tool show that it is not 



appropriate for use in SCADA systems due to 
complex mapping of information assets. 
Reference [5] describes methods and procedures that 
provide a framework for a continuous process of 
security risk assessment within the electrical power 
remote control system. The authors have pointed out 
the necessity of perceiving the consequences which 
the realization of risks would have on the whole 
electric power system. Based on the risk index, 
security measures are proposed and the risk 
assessment procedure is repeated after the security 
measures have been implemented. 
The risk model based on Bayesian network 
determines the network compromise probability 
under different levels of attack. Bayesian network 
model, used in security risk assessment in SCADA 
systems [6], identifies four risk sources: human 
factor, environmental factor, equipment failure and 
management process failure. The proposed model 
provides a more objective risk assessment 
comparing to traditional models. 
In the absence of the reference method for security 
risk assessment in SCADA systems there is a need 
to define the methodology which would integrate the 
risk management and security risk assessment for 
both operational and business infrastructures [7]. In 
the previous research [3], we have proposed a 
security risk assessment method in the case of 
Distributed Denial of Service (DDoS) attack on 
SCADA system infrastructure. In a DDoS attack, 
each individual attacker can generate traffic similar 
to the legitimate one, but the attack strength is 
increasing by using multiple coordinated sources. 
This property makes intrusion detection and 
prevention (IDPS) rather difficult. In [8] we have 
presented an in-depth analysis of performance 
degradation and service disruption under DDoS 
attacks, carried out by simulations of typical 
SCADA system in a hydropower plant. 
Based on the proposed security risk assessment, the 
cost-benefit analysis is performed for the 
recommended application of IDPS. Method [3] 
combines the quantitative and qualitative 
approaches. The security risk assessment is based on 
the mathematical approach and economic parameters 
using Annualized Loss Expectancy (ALE) and 
Return on Security Investment (ROSI) calculations. 
The qualitative methodology is characterized with 
the defining of weighting factors that quantify the 
conditions under which the attack has occurred. The 
method defines prerequisites for determination of 
these factors, namely statistical data analysis and 
Key Performance Indicator (KPI) definition in 
accordance with required performances necessary 
for the realization of business objectives. 
Establishment of a predefined threshold for ROSI 
should contribute to determining the optimal level of 
investment in security. 
Weighting factors, which quantify indirect costs, are 

determined according to statistical analysis of the 
archived relevant values. The motivation for this 
work comes from the fact that employees’ 
experiences are relevant for the analysis of a 
process. Hence, we extend the method proposed in 
[3] by the adjustment of the weighting factors with 
introduction of the subjective component, aiming at 
a more precise quantification of indirect costs. The 
novelty in this paper is the improvement of the 
method by an algorithm for determination of 
weighting factors that quantify indirect costs 
resulting from the conditions under which the 
successful infrastructural attack occurred. 
 
3.  THE PROPOSED HYBRID METHOD 
The method starts from an attitude that the costs 
incurred by the realized attack originate from: (1) 
direct costs, resulting from the interrupted 
production process and (2) indirect costs, including 
the costs of the system recovery and other costs, 
such as penalties due to non-fulfillment of 
contractual obligations, unrecoverable losses of 
resources and environmental damage [3]. The basic 
formula for ALE includes the sum of maximum 
direct losses (DL) and Annualized Rate of 
Occurrence (ARO). The formula is modified with 
weighting factors that quantify indirect costs (Wk) 
and a weighting factor WA whose purpose is to scale 
the maximum direct costs in the function of the 
attack intensity (1). 

A k jj 1k 1 ( )N MALE W W DL ARO   (1) 

Figure 1 shows the schematic overview of the 
calculation procedure. 
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Fig. 1.  The factors of ALE in SCADA system [3]. 
 
Selection of weighting factors is a delicate process 
depending on a number of techno-economic 
conditions within the specific SCADA system. After 
selection the type of weighting factors, it is 
necessary to determine their values. The algorithm 
for evaluation of weighting factors is depicted in 
Figure 2. The algorithm is used for each of the 
weighting factors in two phases. In the first phase, 
the experts chosen among the employees who know 
the process very well, IT specialists and managers 
are polled. The questionnaire may have one or more 
(Q) Closed-Ended Questions. The question list is 



created for a specific SCADA system where a 
weighting factor is defined for each question (Wq) 
under the condition Wq=1. The questionnaire has 
been designed to offer the final response categories 
to each of the questions (e.g. very low, low, 
medium, high, very high), or the response scale (e.g. 
15, 0100%). The quantification of obtained 
responses (Aj) creates one factor per each expert 
(Wki) (2). The questionnaires answered by all of the 
experts (E) serve for the creation of the weighting 
factors {Wki,i=1, E}. 
 

...

 
 

Fig. 2.  The weighting factor evaluation algorithm. 
 
The final, subjective value of the weighting factor 
WkS is determined based on the competence of each 
expert Ci (3). The competence assessment is 
performed by Analytical Hierarchical Process 
(AHP) [9]. It is a multi-criteria decision-making 
technique that hierarchically presents criteria and 
performs the ranking of possible alternatives using a 
series of comparisons of two elements within the 
relationship intensity scale (up to 9 levels). The 
method is convenient because the final result is a 
numeric evaluation of the alternative (the experts, in 
our case). The obtained weighting factor WkS 
contains the elements of subjectivity resulting from 
the choice of questions during the questionnaire 
design and from the experts’ experience. 

ki qj j qjj 1 j 1, ( 1)Q QW W A W     (2) 

kS i ki i1 1, ( 1)E E
i iW C W C      (3) 

In the second phase, the objective value of the WkO 
weighting factor is determined based on the data 

from available archives according to the condition 
taken for the indirect cost. Based on the archived 
values, we calculate the occurrence probability of 
conditions under which the successful infrastructural 
attack would cause indirect costs. Finally, the 
comparison and evaluation of the factors, obtained 
within the two phases, is performed with 
determination of the final weighting factor 
Wk=F(WkS, WkO). 
 
4. EVALUATION AND RESULTS 
In order to evaluate the proposed hybrid method, we 
adopt the scenario and reference method from [3] 
and compare the new method with the reference one. 
Security risk assessment and cost-benefit analysis of 
IDPS implementation have been performed on an 
example of a run-off-river hydro power plant. The 
network infrastructure consists of the two parts: 
(1)supervisory network where the key elements are 
servers and human-machine interfaces and (2) 
process network containing controllers for 
supervision and control of equipment and sub-
systems of the power plant. Supervisory network is 
connected to the corporate network with access to 
Internet. The implementation of four IDPSs has 
been anticipated: two Network IDPSs (one towards 
the corporate and the other towards the process 
network) and one Host IDPS per each key SCADA 
server. We have analyzed possible consequences of 
a DDoS attack from the aspect of supervision, 
control and production of electric power, and 
consequently, two types of costs. Direct costs are the 
result of the decreased production, and indirect costs 
are the result of: non-fulfilled obligations regarding 
delivery of electric power and overflow of the hydro 
potential if the attack occurred at the time of high 
inflow. Indirect costs are quantified with weighting 
factors WE and WH respectively, and they have been 
determined by a statistical analysis of the archived 
data about production, inflow and electric power 
delivery requests. 
On the same example, we further analyze the use of 
the proposed algorithm for determination of the 
value of weighting factors WE and WH that quantify 
indirect costs resulting from DDoS attack on 
SCADA infrastructure. In order to determine 
weighting factors WE and WH, we have designed two 
questionnaires with 3 and 4 questions, respectively. 
We have polled: (a) the dispatcher from the 
Planning Department, (b) an operator from Control 
Centre, (c) the manager of the Exploitation Unit and 
(d) the top manager. The competence of each 
participant has been determined by AHP method 
based on the following criteria: (1) work experience, 
(2) qualification degree, (3) professional field and 
(4) work position. Table I shows an example of the 
decision-making matrix elements and the obtained 
values of eigenvector after the second iteration. The 
same principle has been used with polled 



participants, for each criterion. The competence has 
been measured by multiplying the obtained 
eigenvectors. We have applied formulas (2) and (3), 
and obtained the subjective values for the weighting 
factors (WES = 1.96 and WHS = 2.86). 
 

TABLE I. PAIRWISE COMPARISON MATRIX OF THE MAIN 

CRITERIA. 

 (1) (2) (3) (4) Eigenvecto
r 

(1) 1 5 2 4 0,5066 
(2) 1/5 1 1 1/7 0,0768 
(3) 1/2 1 1 1/3 0,1235 
(4) 1/4 7 3 1 0,2931 

 
In the second phase of the algorithm, we have taken 
the objective values obtained in [3]. The last step is 
the comparison of the values from the two phases 
and their averaging. 
At the end, we have shown the influence of the 
improved method on the final ROSI value. This 
indicator of effectiveness of the investment into the 
security mechanisms represents the relation between 
the savings due to prevention of a cyber attack and 
the cost of the implemented measure (CS) (4) [10]. 

S S( % ) /ROSI ALE RiskMitigated C C    (4) 

Figure 3 shows the ROSI value in function of ARO 
obtained with two risk assessment methods, the 
reference method [3] and the proposed hybrid 
method. The diagram shows two values of the 
proposed threshold that determines the profitability 
of the investment in security. 
 

 
Fig. 3.  ROSI as a function of ARO 

 
Weighting factors obtained by the hybrid risk 
assessment method increase the ROSI value. The 
influence will be higher in the case of more frequent 
attacks and a higher level of the predefined 
threshold. The obtained result shows that the 
proposed quantification of the subjective risk 
assessment will change the final assessment of the 
profitability of the investment into the security 
mechanism. 
 
5. CONCLUSIONS 
In the paper, we have presented the improvement of 
the security risk assessment method in industrial 
SCADA systems. We have proposed an algorithm 
for calculation of weighting factors that quantify 

conditions in which an attack has been realized. 
Polling of experts, who know the specific process 
and SCADA system very well, should enable fine 
adjustment of weighting factors obtained by 
statistical analysis of archived data. Responses are 
then translated into a metric form, and their 
quantification is performed. We have also presented 
the results obtained with the improved hybrid 
method in terms of ROSI value that represents the 
relation between the savings realized by prevention 
of a cyber attack and the cost of the implemented 
security mechanism. The proposed method has 
advantages due to the important experts’ experience, 
which is superimposed on the pure historical data. 
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