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• 2005-2011 Graduated in the Department of Industrial Engineering

• 2011-2018 Serbian Health Insurance Fond

• Implementation of Integrated Management System

• ISO 9001 QMS

• ISO 27001 ISMS

• Procurement Sector – Head of Plan and Analysis Department

• 2018-2021  Global Engineering Technologies

• Document Management Specialist

• Security Officer

• Data Protection Officer

Branislav Pribanovic



Agenda

• ISO 27000 Series

• ISMS

• Implementation of ISO Standards

• ISMS Documentation

• Organization of Information Security (IS)

• HR

• Physical Security

• TOM

• Cyber security

• Security in Development

• Security incident reporting

• Risk assessment

• Business continuity plan

• General Data Protection Regulation



ISO 27000 Series

• 27001:2013 Information Security Management System (ISMS)

• 27017 Information Security for Cloud Services 

• 27701 Privacy Information Management System (PIMS)

• 27018 Personally Identifiable Information (PII) in public clouds



ISMS
5. Information security documentation

6. Organization of information security

8. Asset management

7. Human recources

9. Acceptable use of assets 

10. Cryptography

11. Physical and environmental security

12. Operations security

13. Network controls

14. System acquisition, development and 
maintenance

15. Supplier relationships

18. Compliance

17. Information security aspects of 
business continuity management

16. Information security incident 
management



Goals of ISMS

1. Protection of information

2. Minimize Risk

3. Business Continuity



Impementation of ISO Standard - Management System

! Full impemented
Management System

!! Regular business 
process



Organization of information security

CSO

Security Team

Middle Management

All Employees
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Security Officer duties

1. Documentation

2. Internal Audit

5. Incident Management

6. Risk Asessment

7. Security Awareness Training

3. External Audit

8. Business continuity

4. Management Review

Review and Creation

PDCA

Prepare and Represent

Reporting

Analyse and Measures

Continual Conducting

Plan and Prepare

Plan and Test



Information security documentation

• Information Security Policy – Official  Document

• Security Policies and Procedures

• Security Handbook / Booklet

• Statement of Aplicability

• Intranet / Security Portal



Human Recources

• Onboarding Process

• Departing Process

• Knowledge Testing 

• Security Awerness Training



Physical and environmental security

➢ Limited Access Rights ➢ Security Zones



Physical and environmental security

➢ Alarm systems ➢ Server Room Protection



Technical and Organisational Measures 

• Password and Encryption

• Strong Password

• Unique Password

• Password Safety

• Expiration Period

• AES 256 Bit Encryption

• Segregation of Duties

• Regular user

• Adminr user

• Super-Admin user



• Monitoring and reporting

• Logs Monitoring

• Network Monitoring

• Server Monitoring

•Network Infrastructure
• Next Generation Firewall

• Network Segregation

• Servers and Databases

• Link and Backup 

• Virtual Private Network (VPN)

Technical and Organisational Measures 



Cyber Security

• Ransomware

• Malware • Social engineering

• Phishing Attacks

• Data Breaches

• Identity Thefts



Security in Development

Test

Developement

Production

ENVIRONMENT



Security Incident Reporting

Awareness

Incident form 

Security Incident Report

Corrective Measures

Preventive Measures 



Probability
A - Almost Certain (once a month)

B - Likely (quarterly)

C - Possible (several times a year)

D - Unlikely (once a year)

E - Rare (once in a few years)

Impact
1 – Insignificant

2 – Minor

3 – Moderate

4 – Major

5 – Catastrophic

Risk Assessment



Risk Assessment

• Low
• Medium
• High
• Very High
• Critical

Acceptable risk value

Need to be managed



Risk Assessment

• Accept
• Mitigate
• Transfer



Business Continuity Plan Disaster Recovery Plan

Identify all scenarios

Priorities
Resources 
Alignment with SLA

Checklist
Responsibilities 
Recovery Team

Assembly Point
Back-Up Location 
Recovery Plans



Approved on April 27, 2016

by May 25, 2018

Only for EU Citizens

• All data pertaining to individuals

not only uniquely identifying information 

information routinely requested by websites

GDPR - General Data Protection Regulation



GDPR - General Data Protection Regulation

• At least two identifying information

GDPR Roles

Data controller Data Processor

• GDPR Principles
➢ Lawfulness
➢ Fairness
➢ Transparency
➢ Purpose limitation
➢ Accuracy
➢ Retention

• Data Protection Officer

• Noncompliance with GDPR Up to €20 million or 4% annual global income




